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Abstract

Network Function Virtualization and Software Defined Network
have opened the way to network resources as market commodi-
ties. However, establishing slices over several Infrastructure Pro-
viders (InPs) implies a multi-domain approach and requires con-
fidentiality. In particular, InPs are reluctant to expose their net-
work topology and amount of resources (bandwidth and de-
lay). We devise BLEND, a method that allows providers to con-
struct an abstraction of their network and share a partial view
of their resources while maintaining a high degree of confiden-
tiality. Brokers can then aggregate these abstractions to solve
the Multi-domain Virtual Network Embedding problem to em-
bed slices with no back-and-forth between them and providers.
Moreover, BLEND offers a way for the providers to generate
abstractions with different amount of trade-off between delay
and bandwidth constraints. We show on realistic and synthetic
graphs that BLEND’s parameterized approach is crucial as no
universal value of @ maximizes the service acceptance rate of
heterogeneous requests.

1 Introduction

Network Function Virtualization (NFV) and Software Defined
Networking (SDN) have fundamentally transformed the design
and operation of network infrastructures, opening up the market
of network commodities. One of the most significant challenges
remains the placement of tailored slices requiring bandwidth,
computing and storage capacities offered by Infrastructure Pro-
viders (InPs) [14]. This problem is often formalized as Virtual
Network Embedding (VNE), which aims to map virtual network
requests onto a physical infrastructure while optimizing resource
utilization. The challenge is further exacerbated when slices are
deployed across several network providers, in a multi-domain en-
vironment (MD-VNE), as network operators deliberately conceal
their internal topologies and resource capabilities for confiden-
tiality and security reasons [3, 19]. A solution can be to perform
the slice placement on a combination of abstracted topologies ex-
hibited by providers with a trade-off between the precision of the
exposed resources and the opacity of the information disclosed.
The exposed topology abstraction must represent the available
resources accurately enough to calculate a good placement, but
be sufficiently imprecise to prevent the reconstruction of the
topology or the precise deduction of the resources available in
the network.
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The central problem in MD-VNE is thus designing an effective
network abstraction that enables operators to collaborate with
external tenants or partners without disclosing their full topology,
while still ensuring that the acceptance rate of virtual network
requests remains as high as possible, ideally, comparable to what
would be achieved with full topology disclosure [4]. We propose
BLEND, a network abstraction generator that exposes only the
peering points of the network (which is public information) and
advertises relevant aggregated bandwidth and delay resources.
These abstractions are used to confidentially solve the MD-VNE
problem and ensure the quality of the slice placement.

After reviewing existing work (Section 2), we propose an ab-
straction method (Section 3) for performing slice placement in
a multi-domain environment, and show that under-provisioned
abstracted topologies guarantee the confidentiality of InPs’ re-
sources. We define, in Section 4, BLEND a model to compute an
InP topology abstraction solving the confidentiality issue inher-
ent to the multi-domain context using public topology (a mesh of
the peering points). It uses an adaptive parameter « to tune the
exposed resources to the slice requests. We study, in Section 5,
the influence of « on the relationship between bandwidth, delay
and the acceptance rate.

2 Related Work

Since the introduction of NFV, slice placement has become a
widely studied topic through the lens of multiple different ob-
jectives, from maximising Service Acceptance (SA) [17], to min-
imising energy consumption [16, 21] or embedding costs [4, 7].
However, most studies consider a complete view of the underly-
ing network topology, which is not always available. In particular,
in multi-domain environments, such a level of information dis-
closure cannot reasonably be expected from the participating
providers.

In the multi-domain context, the goal of the VNE problem
equates to reaching a consensus on the distribution of a slice
amongst the InPs, who will then embed their section of the slice
without ever needing to reveal sensitive information about their
topology. Such a consensus can be achieved through an auc-
tion system or, more generally, distributed algorithms. Zaheer
et al. [20] present V-mart, a two-stage Vickrey auction protocol
where InPs bid over slices to embed. Samuel et al. [15] present
PolyViNE, a distributed tree searching protocol where a broker
requests an embedding to InPs that can either accept and propose
an embedding with its price, or reject if they are not interested.
InPs that cannot fully embed a requested slice can, in their turn,
request sub-slice embedding to other InPs, resulting in a tree
searching structure. It allows InPs to partake in the search for
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the best solution, making good use of their knowledge of their
network as well as giving them the freedom of not needing to
disclose topological information. However, such methods scales
poorly due to messages overhead and long convergence times.

Centralized Algorithms gather, through an external coordina-
tor, abstracted topological information from any relevant InP to
construct an estimation of a global view of the substrate network.
From this view, it can then compute an embedding to get an idea
of the slice partitioning to then send each embedding request to
the corresponding InP. Joshi and Kataoka [5] propose pSMART, a
multi-step Service Function Chaining (SFC) algorithm. This paper
also reintroduces a metric for measuring the privacy preserving
qualities of different models in the form of a Privacy Index which
was originally brought up in a paper by Nepali and Wang [9]
on privacy monitoring in social networks. It also makes use of a
biasing algorithm that memorises good candidates so as to reduce
search time in future iterations. Such algorithms provide good
scalability however the lack of precise information about the
substrate topologies can result in poor solution quality.

The "One Big Switch” abstraction, widely adopted in software-
defined networking, represents an entire network as a single
logical node, thereby hiding internal topology, routing decisions,
and resource constraints from the control plane [6]. While this
abstraction simplifies network programmability, it offers limited
support for addressing the VNE problem, which requires explicit
knowledge of available network resources to map virtual nodes
and links onto physical infrastructure. In contrast, a network
abstraction that exposes only peering nodes preserves domain-
level confidentiality while still necessitating the abstraction of
available resources to enable feasible and efficient VNE across
domains without revealing internal network structure.

Recently, there has been increasing interest within the IETF
in network abstraction and the abstraction of computing re-
sources, reflecting their importance for future programmable
infrastructures. The Framework for Abstraction and Control of
TE Networks (RFC 8453) defines a framework for abstracting
and controlling traffic-engineered networks [2]. Complementary
drafts, such as [13] and [8], further extend these principles to
operational metrics and network slicing to highlight the impor-
tance of abstracting available resources in support of flexible,
programmable virtual networks.

3 Virtual network embedding and topology
abstraction

The Multi-domain virtual network embedding does not differ
from the Virtual Network Embedding problem: the domains are
aggregated into a single graph to be solved. To limit the infor-
mation (topology and capacities) disclosed by the domains, we
incur a pre-processing where each domain construct the topol-
ogy abstraction it will expose. Note that the topology abstraction
can also solve scalability issues since it offers an aggregated
representation of the resources.

3.1 Virtual network embedding problem

The virtual network embedding problem aims to allocate re-
sources on a substrate network for a given set of slice requests.
It maximizes the number of accepted requests according to their
resources requirements and the substrate network capacity.

We model the substrate network as a directed graph G =
(V, A). Each link a € A is characterized by its delay D, and its
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Symbol Definition

G=(V,A) Substrate network graph

14 Set of substrate nodes

A Set of substrate links

B, Bandwidth capacity of arc A

D, Delay of arc a

Sy Storage capacity of node v

C, Computational capacity of node v

reR Service request

H,=(F,L,) Virtual network corresponding to slice r

F, Set of virtual network function of slice r

L, Set of virtual links of slice r

B Bandwidth requirement for virtual link [ of a
slice request

8 Delay requirement of virtual link /

oy Storage requirement of function f

Yf Computational requirement power for node f

A, Total delay requirement for the slice r

Sy Set of incoming arcs of v

& Set of outgoing arcs of v

Table 1: Summary of the notations

bandwidth B,. Each node v € Vis characterized by its storage
capacity S, and its computing power capacity C,.

We model a slice request r € X as a directed graph H, =
(F,, L,). Each virtual link [ € L, requires an amount of bandwidth
By and cannot exceed &) delay. Each virtual node f € F, requires
ofamount of storage, yfamount of computing power, and may
be constrained to a set of substrate nodes R? = (f; : v, ..)
Finally, a slice request end-to-end delay cannot exceed A, delay.

Without any confidentiality constraints, we can easily trans-
form the basic Virtual Network Embedding problem to its Multi-
domain variant: we define the substrate network G as the disjoint
union of subgraphs UkeKGk = (Vk, AK) that represents each
provider’s topology, and where domains intersect on the publicly
known set of peering nodes.

All notations used in the paper are summarized in Table 1.

3.2 Topology abstraction

The centralized MD-VNE problem resolution can be performed
by a broker or one of the involved domain. It requires each do-
main to share its internal topology and resources, which are
highly confidential information. The alternative is to transform
the information in order to expose a topology abstraction that
is sufficiently representative to allow for good slice placements
but abstract enough to prevent anybody from reconstructing the
original data.

Topology abstractions can be built using either top-down or
bottom-up methods. In the first category (and most prevalent
in the literature [5, 16]) , i.e., legacy abstraction, we construct a
graph by creating a full mesh between the peering nodes and
value each of these abstracted edges with appropriate metrics.
In the second category, i.e., recursive abstraction, we recursively
build the abstraction from the original topology by applying
obfuscating operations (e.g., cutting edges, merging nodes [12])
until it is sufficiently compact. We chose to explore legacy ab-
stractions as they offer better confidentiality by only using public
information about peering nodes. The main challenge lies in ad-
vertising the appropriate resource values onto the abstracted
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edges between peering nodes, so that the resulting network ab-
straction accurately reflects the underlying capabilities without
exposing internal topology.

3.3 Abstraction relevance

To evaluate the relevance of the generated abstraction, we com-
pare the set of obtained feasible solutions when embedding slices
on the abstracted topology $xgs and on the original topology
Sor1- A good abstraction would lead to the equality of both sets.
The aim is to ensure that the broker will not overbook resources
allocated to the slices, which would lead to financial losses due
to Service Level Agreement (SLA) violation.

We label an abstraction according to the relation between the
two sets of feasible solutions:

« if both sets are equal, the abstraction is perfectly provi-
sioned, and the broker can find an optimal feasible embed-
ding on the abstraction that is also optimal for the original
topology.

if S)ps is a subset of Syry, the abstraction is under pro-
visioned, and the broker always provides a feasible em-
bedding solution, but it may not be able to provide the
optimal embedding, i.e., the original topology provides
more resources than the abstraction.

if Sxgs is a superset Sprr, the abstraction is over provi-
sioned, and the broker may find better solution than in the
previous case, but with no guarantee of feasibility in the
original topology, i.e., the original topology provides less
resources than the abstraction.

Over-provisioned abstractions would lead to messaging over-
head as the InP would need to verify solutions against the original
topology. Perfectly provisioned abstractions could expose de-
tailed resource information, potentially allowing the underlying
multi-domain topology to be inferred. Only under-provisioned
abstractions can protect sensitive topology information while en-
suring SLA compliance, as the broker only proposes embeddings
that the topology can actually support.

4 BLEND - Bandwidth and deLay-awarE
Network abstraction Design

We propose BLEND, a legacy abstraction method that generates
links between the peering nodes by carefully crafting their band-
width and their delay. We leverage the multicommodity flow
problem to compute a fair bandwidth allocation to the crafted
links, and then use the resulting subgraphs to determine the
advertised delay.

4.1 Determining Bandwidth

Independent maximum-flows between peering nodes fail to cap-
ture the shared nature of bandwidth among the slices. We there-
fore propose to solve a Multi-Commodity Flow (MCF) problem,
with one commodity per peering-node pair. The optimal flow
of each commodity will then correspond to the bandwidth ad-
vertised on the abstracted link. The objective function for our
MCEF problem is paramount to obtain an abstraction reflecting the
provider’s concern. Having no information about forthcoming
requests, they may want to maximise the flow traversing the
network and, at the same time, to advertise bandwidth equally
amongst each abstracted edge. This would share the load on the
network links and may help to accept more requests.
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The multi-commodity flow problem is formulated as follows.
Each pair of peering nodes defines a commodity ¢ € & on the
original graph. Then, we define three sets of continuous variables

« x¢ € RT, the amount of flow going through the link a for
commodity c;

« f¢ € RY, the total amount of flow passing through the
network for commodity ¢;

« ¥ € RY, the minimum total flow over every commodity.

Constraints:
oai= Y Vee €, VveV\{s tt (1)
agdy ves;
ngzzxg Vce @ 2)
agsy; acd;;
Z x$=0 Yee® 3)
acsy,
> ¥ < B, Vae A (4
cEG
y<fe YVee€ (5
fe= Z xS Vee € 6)
aedy

Objective: Defining an objective function that maximizes ad-
vertised bandwidth whilst upholding an even distribution of re-
sources requires a balance between multiple factors. We prioritize
the fair distribution of advertised bandwidth before maximizing
the total advertised resources within a two-step resolution. We
first run the MCF with the goal of maximizing y to find the most
even distribution of resources. In a second step, we run the MCF
again, adding a new constraint (y > y* where y* is the solution
to the first MCF) to guarantee this even distribution, and with an
objective function maximizing the total flow in the network.

max Z fe

On top of allowing a fair advertising of resources, the MCF
outputs a set of flows for each commodity. These flows, that we
will call commodity sub-graphs, are sub-graphs of the original net-
work. In the case where requests are splittable, there is a bijection
between the mapping on the abstracted edges and the mapping on
the commodity sub-graphs. As a result, the under-provisioning
guarantee of the abstraction is preserved with respect to band-
width. The computed flows on these commodity sub-graphs are
used for determining the advertised delay of abstracted edges.

4.2 Determining Delay

Delay and bandwidth are tightly linked, even more when ad-
vertising a delay for an abstracted edge. Using the shortest de-
lay between the two peering nodes, whether on the original
topology or the previously computed sub-graphs, we can end up
over-advertising the amount of bandwidth guaranteed with this
delay. If the path guaranteeing this delay provides less bandwidth
than the advertised bandwidth, we might use another path with a
higher delay. We thus need to introduce the concept of flow-delay
as a property combining delay and bandwidth.

To better grasp the idea of flow-delay, we introduce the concept
of flow decomposition from graph theory [18]. In this problem,
we want to decompose a flow assignment fon a directed graph
G = (V, A) into a set of paths P = {py, p, ..., pi} with weights
(wy, w, ..., ) such that the amount of flow on each edge a is
equal to the sum of weights of the paths that this edge belongs
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to, i.e.,
f@= Y
PEPlacp;

Considering that the slice requests are splittable over the sub-
strate network, embedding a request amounts to finding a set of
paths in the network. For this reason, path decomposition would
allow for a better understanding of the actual delay of a given
flow assignment.

Computing the delay for a given bandwidth is minimizing
the the longest path used in a flow decomposition such that the
amount of flow matches the amount of bandwidth advertised.

This problem has a lot of similarities to the Shortest Longest
Path (SLP) problem that was shown to be NP-hard [10]. However,
the SLP problem considers the flow assignment as an input, which
is not our case. To test this, we first designed a simple k-shortest-
path-based algorithm minimizing the delay. The idea behind
this algorithm is to generate shortest paths until there exists an
assignment of the load onto these paths such that the total load
matches the advertised bandwidth.

k-shortest paths: Computing the k-shortest paths is solvable
in polynomial time with regards to k. This allows us to use such
an algorithm to generate paths one by one, checking for each
new path whether our stopping criteria has been met. We keep a
set of shortest paths 9’ that we update at each iteration. Once
we reach the stopping criteria, the delay of the last path added
to P’ can be advertised as the flow-delay of the abstracted edge.
This is because the final path added to 9’ is used in the set of
paths that satisfy the stopping criteria and has the highest delay
of all paths in 2’.

w;, Va € P.

Stopping criteria: To figure out if the set of currently generated
paths can contain the necessary flow to match the advertised
bandwidth, the shared capacities between paths needs to be taken
into account. For this reason, we maintain an interference matrix
M. This matrix provides for each edge in the graph, a list of
the generated paths that use this edge. To formalise this, given
the current set of shortest paths &’, then for all (u,v) € E,
Myy=1{p C 2 | (uv) € p}

With this information, the model to check if the stopping
criteria is met is defined as follows. Let G’ = (V’, E’) be the
current commodity sub-graph considered, and &’ the current
set of shortest paths.

We define the set of continuous variables x, € R* as the
amount of flow to assign to path p ¢ P’.

The objective is to maximize the amount of flow

Z* = max Z xp,
PEF’
while respecting the bandwidth of the edges:

Z xp < byy V(u,v) € E/
PEM,

where b, ,, denotes the bandwidth associated with arc (u,v) in
the corresponding commodity sub-graph, this bandwidth is de-
fined as the flow value x$ obtained from the model presented
in Section 4.1. Then, if z* is greater or equal to the advertised
flow, the stopping criterion is met, and the delay metric to be
advertised is equal to the longest delay of a path used in the final
solution, in other words, the last path generated in 9’.

4.3 Trade-off between bandwidth and delay

Advertising a flow-delay based on the full capacity of the com-
modity sub-graph will result in the worst case delay metric. It will
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Figure 1: Distribution of the SA of 31 instances of the nobel-
germany network topology, relative to their maximal SA
when varying a.

enable the embedding of slices with a loose delay requirement
but it will prevent the embedding of slices that have stronger
constraints on delay while requiring less bandwidth. The flow-
delay being parameterized by a quantity of necessary flow means
that by holding back on advertised bandwidth, we can advertise
a lower delay metric. We thus introduce a scalar « € [0, 1] that
determines the amount of flow advertised on the abstraction and
therefore also determines the delay on the edges.

For example, when creating an abstraction of the network with
avalue of @ = 0.5, each abstracted edge will only advertise 50% of
the max flow computed with the MCF. In exchange, the stopping
criteria for the flow-delay algorithm based on the k-shortest paths
will be reached sooner, as the sum of the load on the generated
paths will only need to match 50% of the same maximum flow,
thus giving better advertised delays on the abstracted links.

5 Results

We evaluate BLEND by first analyzing the impact of the value
of a on the quality of the abstraction. We run a slice placement
optimal solver proposed by Masoud et al. [17] on the original
network (in order to obtain our baseline) and on the abstracted
topologies. We compute the ratio of slices embedded on the ab-
straction over the ones embedded on the original graph. For both
resolutions, the objective is to maximize the total number of
embedded slices using the same set of requests. slice requests
are randomly generated routing demands defined by a source
and a destination node, each associated with a peering node,
and characterized only by link metrics. The values of requested
bandwidth and delay are sampled within a range that suits the
metrics of the original network.

We ran tests on the nobel-germany network topology from
the SNDIib collection [11], on which we apply BLEND with 10
separate values for @, [0.1,0.2, ..., 1.0]. For each set of slice require-
ments, the solver attempts to embed them onto 10 variations of
the original network parameterized by a. For a given set of re-
quirements, we denote a™ as the value of « that maximizes service
acceptance (SA). We can then define the relative service accep-
tance to be the ratio of an instance SA over its maximal SA, (i.e.,
SAq/SAgy+). Figure 1 depicts the distribution of relative service
acceptance for each set of requests. For low values of o, the SA
does not reach its maximal value, and for high values of «, there
is a clear dropoff from optimality for many of our instances. This
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width and delay requirements on the abstraction

supports the idea that introducing an abstraction parameter such
as o allows for better fine-tuning of the embedding by the solver.

We then analyze how a” evolves depending on the types of
requests received. In a routing context, the bandwidth and the
delay are the two metrics that determine whether a slice may be
embedded or not. The tighter the requirements of the requests are
on these metrics, the higher the strain it will cause on the solver.
We created multiple network instances from the nobel-germany
network and added variance on the edge metrics by choosing
the bandwidth and delay of each edge from an interval. Service
requests were then generated following either a low, a medium,
or a high level of strain. We determined these levels of strain to
fit within the same order of magnitude as the substrate network’s
capacities.

Figure 2 shows SA over the previously defined values of o
for different levels of strain on both metrics: delay along the x
axis and bandwidth along the y axis. The noticeable trend here is
that the increase of bandwidth strain has very little impact on
SA. The strain applied to delay requirements however, is much
more visible. This is because the bandwidth metric of a network
dictates the amount of slice requests that can be embedded onto
it. Increasing the strain on bandwidth will therefore simply re-
duce the number of embeddable slices, both for the abstractions
and for the substrate network. The delay metric, on the other
hand, dictates whether an entire class of slice requests may be
embedded onto the network. Increasing the strain on delay can
stop whole sets of requests from having feasible embeddings.
Figure 2 therefore shows us that the best value for & depends on
the type of requests received.

BLEND has a glaring weakness as of now, being the delay com-
putation phase. The algorithm does not provide any meaningful
guarantee on its stopping time. We examine the computational
time increase for the abstraction process based on the size of the
substrate graph. The testing instances are randomly generated
substrate networks based on the Barabési-Albert model [1]. This
model takes two arguments to construct a network, n represent-
ing the number of nodes in the graph, and m representing in a
more general way its level of connectivity, a graph created this
way will end up with nm edges.
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Figure 3: Average computing time in seconds of BLEND on
Barabasi-Albert graphs with regards to graph size, connec-
tivity, and the number of peering nodes.

Figure 3 is a heatmap representing the average computing time
(in seconds) of the abstraction parameterized by these values of
m and n. Although the abstraction is computed reasonably fast,
we can see that the depicted computing times increase quite
drastically due to the high theoretical complexity of the current
delay computation. Indeed, it is bounded by the number of simple
paths in the network, which scales exponentially with the size of
the network.

6 Conclusion

In this paper, we tackle the challenges of designing an abstraction
process for multi-domain VNE preserving the confidentiality of
each domain while minimizing messaging overhead. We propose
BLEND, a method to derive network abstractions exposing only
the peering nodes interconnected in a full mesh. The difficulty
lies in the computation of both bandwidth and delay advertised
on the abstracted topology since it has a direct impact on the
service acceptance when embedding slices. We focus the analysis
on the relationship between bandwidth and delay and introduce
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a configurable parameter o that can help InPs to generate under-
provisioned abstractions suited for different bandwidth and delay
requirements. Thanks to its commodity-based subgraph repre-
sentation, BLEND naturally extends to an online setting, as it
enables the abstraction to maintain and update a consistent ab-
stract topology over time as requests arrive.

A next step will be to address the scalability of BLEND by
considering advanced decomposition methods to further enhance
the flow-delay computation. Additionally, we plan to further
extend BLEND to include node-based metric abstraction.
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