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which their personal data is collected, managed and shared will
spur a host of new services and applications” [24].

With the convergence of mobile communication, sensors and
online social networks technologies, we are witnessing an
exponential increase in the creation and consumption of personal
data. Paper-based interactions (e.g., banking, health), analog
processes (e.g., photography, resource metering) or mechanical
interactions (e.g., as simple as opening a door) are now sources of
digital data that can be linked to one or several individuals. This
personal data is recognized by the World Economic Forum as a
most valuable resource comparable to “the new oil” [24], creating
an unprecedented potential for applications and business.

Centralized solutions, including emerging cloud-based personal
data vault management platforms, trade security and protection for
innovative services. At best, such approaches formulate sound
privacy policies, but none of them propose mechanisms to
automatically enforce them [2]. Even TrustedDB [9], which
proposes tamper-resistant hardware to secure outsourced
centralized databases, does not solve the two intrinsic problems of
centralized approaches. First, users are hostages of sudden
changes in privacy policies; their data can also be unexpectedly
exposed by negligence or because it is regulated by too weak
policies. Second, users are exposed to sophisticated attacks,
whose benefit/cost ratio is high for a centralized database.

Until now, enthusiasm for these new opportunities has thwarted
privacy concerns. Individuals conscientiously build Facebook
pages, conduct their communications via Gmail, send and receive
megabytes of personal information to and from administrations or
commercial services. However, the loss of privacy has severe
consequences. The PRISM affair is unveiling a situation only
reached in the worst dystopias of science fiction literature.
Current practices are often not compliant with basic privacy laws
and directives. Data leaks are legion [21]. Worse, underlying
business models are even based on breaches of users' privacy.
Anyone may exploit weak privacy policies or cross-analyze
sensed data with data conscientiously registered on social
networks.

User centric and decentralized solutions are promising because
they do not exhibit these intrinsic limitations. This is a sea change
for personal data management, where the control over personal
data is pushed to the edges of the Internet, within sensors
acquiring the data and in a variety of user devices endowed with a
form of trust. The FreedomBox [12] was a pioneer attempt in this
direction. Relying on low-cost plug computers and open software,
FreedomBox enables anonymous and independent communication
networks between users. The Personal Data Server (PDS) [3]
project embeds a personal database in a tamper-resistant token on
the user side, such that the PDS holders can grant and revoke
privileges on views computed with the data, rather than exporting
the raw data itself to a central server. Many other initiatives e.g.,
Project VRM, are currently investigating this approach [17], as
well as major companies like Mozilla which supports the
CozyCloud.cc solution based on a personal server user side and
on open source software to manage personal data under the
control of its owner.

Many companies are now concerned by the potentially negative
impact of an increasing exploitation of the data of their users. In
contexts like smart cities, smart home and smart energy, the trend
is to return the personal data to the users rather than to a central
server, and to enable personal data services with a better form of
usage control and user consent. Many laudable projects as well,
which place respect for human dignity and privacy upfront, are
left by the wayside. For example, social workers avoid building
digital data services for discriminated people, because managing
critical information on potentially discriminated people under
weak privacy guarantees is seen as too strong a danger.

This tutorial reviews several existing solutions going in this
direction, presents a functional architecture encompassing these
alternatives, and exposes the underlying techniques and open
issues dealing with user centric and decentralized data
management platforms. More precisely, the tutorial will be
organized as follows. In a first part, we review the recent
initiatives pursuing the objective of reestablishing user control
over their data by decentralizing this control in personal secure or
trusted devices [3, 11, 12, 13, 17]. We discuss an abstract
distributed architecture focusing on secure storing, managing and
sharing of personal data, i.e., the asymmetric architecture. Then,
we indicate the main challenges inherent to decentralized data
management, with a focus on client-side data management and
global query processing. In a second part, we explore data
management techniques exercised within a trusted device at the
client side. We review the main attempts proposed in the literature

The nature of the solution is quite consensual: it is necessary to
increase the control that individuals have over their personal data
[18, 19, 20]. The World Economic Forum even claims that “increasing the control that individuals have over the manner in
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and concentrate on those addressing the specific context of
microcontrollers equipping e.g., sensors and mobile phones (SIM
cards) [1, 7, 15, 16, 23, 26, 27, 29]. In a third part, we investigate
the problem of performing global processing without any
compromise on data privacy. We present the difficulties to
overcome to execute privacy preserving computations on
populations of personal devices, and illustrate it by focusing on
Group By SQL queries and Privacy Preserving Data Publishing
[4, 10, 14, 22, 25, 28]. In a fourth part, we conclude the tutorial
by presenting existing and future instances of decentralized
privacy preserving data management architectures [5, 6, 8]. We
mainly focus on attempts and proposals targeting social-medical,
smart houses, and rural areas contexts.1
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