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Abstract
This tutorial introduces the emerging research area of private
large language model (LLM) inference using Fully Homomorphic
Encryption (FHE). It covers the basics of homomorphic encryp-
tion, key architectural details of transformer-based LLMs, and
existing techniques for enabling end-to-end encrypted LLM infer-
ence. Finally, the tutorial concludes with open research questions
and future directions in this rapidly evolving field.
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1 Introduction
As large language models (LLMs) are increasingly deployed across
a wide range of applications, protecting the privacy of user
queries has become a critical concern. Fully homomorphic encryp-
tion (FHE) offers a compelling approach to this problem by en-
abling computation directly over encrypted data, allowing an un-
trusted server to execute LLM inference without learning the un-
derlying inputs. Despite its promise, private LLM inference under
FHE presents substantial technical challenges, including efficient
encrypted matrix multiplications, support for multi-head atten-
tion, approximation of nonlinear layers such as softmax, GELU,
and layer normalization, and the mitigation of FHE’s high com-
putational overhead. Recent work has made meaningful progress
toward addressing these challenges [12, 14, 20, 23, 25, 26, 28, 32],
but existing systems remain far from practical deployment, leav-
ing significant room for further research.

Tutorial overview: This 90-minute tutorial is delivered as
a lecture and is designed to be accessible to researchers from
both academia and industry, without requiring prior expertise
in cryptography or machine learning. We will cover the basics
of homomorphic encryption, focusing in particular on the CKKS
scheme [9, 10]. We then explore the internal structure of trans-
former models and how those components, including matrix
multiplications and nonlinear layers, can be implemented effi-
ciently under homomorphic encryption. The tutorial culminates
in a discussion of end-to-end private LLM inference systems, such
as Thor [23], Tricycle [20], and Powerformer [25]. The tutorial is
organized as follows:

(1) Motivation and System Model (10 minutes)
(2) Homomorphic Encryption (10 minutes)
(3) Transformer Models (10 minutes)
(4) Matrix Multiplications in HE (25 minutes)
(5) Nonlinear Layers in HE (25 minutes)
(6) End-to-end Systems and Future Directions (10 min-

utes)
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2 Motivation and System Model
Recently, large data management has evolved to improve and
generalize standard database querying by incorporating LLMs
into query processing. This allows users to expand the realm
of their queries beyond the standard closed database models to
include more general information. However, a significant barrier
to the broader adoption of LLMs is the need to query them with
sensitive or private data. For example, healthcare practitioners
might want to query an LLM agent to summarize a patient’s
clinical history without revealing private information to the LLM
provider. To enable private LLM inference, four categories of
approaches are currently being explored:

• Local LLM inference
• Secure enclaves
• Multi-party computation (MPC)
• Fully homomorphic encryption (FHE)

In local LLM inference, users execute LLM models entirely on their
own devices. This approach offers strong privacy guarantees,
since no data leaves the user’s machine. However, it has two
major limitations: it assumes users have access to model weights,
which may not be released by model providers, and it requires
sufficient local computational resources, which many users may
lack. In the secure enclave model, LLM inference is performed
inside trusted execution environments to protect user inputs.
While this approach can be practical, it relies on strong trust
assumptions in enclave hardware and its security guarantees.
Nevertheless, secure enclaves have seen industry adoption due to
their relative ease of deployment, including by companies such
as Duality Technologies1, NEAR.AI2, and Tinfoil3. Multi-party
computation (MPC)–based approaches use a combination of MPC
and homomorphic encryption to jointly compute LLM inference
without revealing private inputs [19, 22, 24]. These systems must
be carefully designed to avoid leaking privacy and typically incur
significant communication overhead, making them challenging
to scale. Finally, fully homomorphic encryption, the primary focus
of this tutorial, enables LLM inference to be performed directly
on encrypted data, offering strong privacy guarantees without
requiring trust in the server [12, 20, 25, 26, 28, 32]. The main
drawback of FHE-based approaches is their high computational
cost. Despite this challenge, FHE has attracted interest from both
academia and industry, including companies such as Cornami4
and Zama5.

3 Homomorphic Encryption
Homomorphic Encryption (HE) enables computations to be per-
formed directly on encrypted data, without revealing the under-
lying plaintexts to the party performing the computation. This
property makes HE particularly attractive for privacy-preserving
1https://dualitytech.com
2https://near.ai
3https://tinfoil.sh
4https://cornami.com/generative-ai/
5https://www.zama.org
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machine learning, where a server can evaluate a model on sensi-
tive user inputs without learning either the inputs or the outputs.

The primary HE scheme used in modern machine learning
applications is CKKS [9, 10]. CKKS is an approximate homomor-
phic encryption scheme designed for real-valued arithmetic. To
ensure security, ciphertexts inherently contain approximation
noise which increases with homomorphic operations. Also, CKKS
encrypts vectors of floating-point values and supports Single In-
struction Multiple Data (SIMD) execution, enabling the same
arithmetic operation to be applied in parallel across many packed
values within a ciphertext. Effectively exploiting this SIMD par-
allelism is critical for achieving practical performance.

In addition to key generation, encryption, and decryption,
CKKS supports the following homomorphic operations:

• Add: Element-wise addition between two ciphertexts or
between a ciphertext and a plaintext.

• Multiply: Element-wise multiplication between two ci-
phertexts or between a ciphertext and a plaintext.

• Rotate: Cyclic shift of the packed vector slots within a
ciphertext.

Applying CKKS to real-world applications requires expressing
all computations as compositions of these primitive operations.
While linear algebra operations such as matrix multiplication
can be implemented efficiently, nonlinear layers commonly used
in LLMs (such as softmax) must be approximated using polyno-
mials. These polynomial approximations are often costly because
they require significant multiplicative depth, which can trigger
an expensive procedure known as bootstrapping [2, 4, 5, 7, 16].
This is because in CKKS, each ciphertext is associated with a
level, which represents the remaining multiplicative depth bud-
get. Every multiplication consumes one level. Once this budget
is exhausted, further multiplications require bootstrapping, an
extremely expensive operation that refreshes the ciphertext’s
budget. Because LLM inference consists of deep computational
pipelines, bootstrapping frequently becomes the dominant perfor-
mance bottleneck. After bootstrapping, the next most expensive
operations are ciphertext–ciphertext multiplications and rota-
tions, both of which involve costly key-switching operations.
Consequently, HE system design is governed by two primary
constraints:

(1) Minimizingmultiplicative depth to reduce or eliminate
the need for bootstrapping.

(2) Minimizing expensive operations, such as key-switch-
ing operations, by carefully packing data to maximize
SIMD utilization and by designing algorithms that are
well-suited to HE.

4 Transformer Models
An LLM is a neural network architecture composed of an embed-
ding layer, a series of transformer layers, and output layers, as
illustrated in Figure 1 and described in [18, 29]. Given an input
string, the text is first tokenized into a sequence of discrete tokens.
These tokens are then mapped to continuous vector representa-
tions via an embedding layer, producing an input matrix to the
transformer. Existing work on private LLM inference assumes
that tokenization and embedding are performed locally on the
client device before encryption [20, 23, 25]. Accordingly, we do
not focus on the embedding layer in detail.

Figure 1: An example transformer model such as BERT-
Base [13].

To enable private inference with FHE, every computation
within a transformer layer must be carried out directly on ci-
phertexts. A transformer layer takes a matrix as input and pro-
duces a matrix of the same dimension as output, where each row
corresponds to the embedding of a token in the sequence. Each
transformer layer consists of two primary components: multi-
head attention and a feed-forward neural network. In multi-head
attention, the attention mechanism enables the model to capture
relationships between tokens in the input sequence, while the
feed-forward network is a set of row-wise fully connected layers.

At the core of attention is a weighted aggregation over the
input tokens, where the weights reflect the relevance of one token
to another. This operation is formalized as

Attention(𝑄,𝐾,𝑉 ) = Softmax
(
𝑄𝐾𝑇
√
𝑑𝑘

)
𝑉 , (1)

where 𝑄 , 𝐾 , and 𝑉 are the query, key, and value matrices, and
𝑑𝑘 denotes the dimensionality of the key vectors. The matrices
𝑄 , 𝐾 , and 𝑉 are obtained by multiplying the input matrix to the
transformer layer with learned weight matrices𝑊𝑄 ,𝑊𝐾 , and𝑊𝑉 ,
respectively.

In practice, transformers employ multi-head attention. Rather
than computing a single attention operation, the input is pro-
jected into multiple independent (𝑄𝑖 , 𝐾𝑖 ,𝑉𝑖 ) triples. Attention is
computed independently for each head, allowing the model to
capture different types of relationships in parallel. The outputs
of all heads are then concatenated and then multiplied with an
attention output projection weight matrix𝑊𝑜 , which mixes infor-
mation across heads and maps the concatenated representation
back to the model dimension.

Following the attention computation, each transformer layer
applies a residual connection that adds the attention output to
the original layer input. This is followed by a row-wise layer
normalization operation, defined as

Layer Normalization(𝑥) = 𝛾 · 𝑥 − 𝜇
𝜎

+ 𝛽, (2)

where 𝜇 and 𝜎 are the mean and standard deviations of each row
and 𝛾 and 𝛽 are weights.

After the first layer normalization, the second component, the
feed-forward neural network (FFNN), is applied. The FFNN is
defined as

FFNN(𝑥) =𝑊ff2 · GELU(𝑊ff1𝑥 + 𝑏ff1) + 𝑏ff2 . (3)
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where𝑊ff1 and𝑊ff2 are weight matrices, 𝑏ff1 and 𝑏ff2 are biases,
GELU(𝑥) = 𝑥 · Φ(𝑥) is the Gaussian Error Linear Unit nonlinear
layer, and Φ(𝑥) denotes the cumulative distribution function of
the standard normal distribution. As with attention, the FFNN
output is combined with a residual connection, followed by a
second layer normalization, before being passed to the next trans-
former layer or output layers.

After all transformer layers, the model applies one or more
output layers, depending on the task. This may include pooling
operations that extract a single embedding (e.g., corresponding
to a specific token), and additional linear and nonlinear layers.
For text generation models, the final hidden states are typically
projected through a linear layer to produce logits over the vocab-
ulary, after which a temperature-scaled softmax is applied and a
token is sampled from the resulting distribution.

5 Matrix Multiplications in HE
Matrix multiplications account for a substantial fraction of the
computation in transformer inference. Ciphertext–plaintext mul-
tiplications arise when applying model weight matrices, while
ciphertext–ciphertext multiplications are required for comput-
ing attention. Hence, supporting both ciphertext–plaintext and
ciphertext–ciphertext matrix multiplications is essential.

Since CKKS operates in a SIMD manner over vectors of en-
crypted values, matrices must first be flattened into vectors, re-
ferred to as packing. Matrix multiplications are then implemented
using sequences of element-wise multiplications, element-wise
additions, and rotations over these packings. To achieve high
performance, a packing should make efficient use of ciphertext
slots and matrix multiplications should maximize SIMD paral-
lelism and minimize both multiplicative depth and expensive
key-switching operations.

The research literature broadly adopts two system-level ap-
proaches that differ in how packings are constructed. One ap-
proach batches multiple independent inputs from different user
queries into the same ciphertext (e.g., NEXUS [31], MOAI [32],
and ARION [30]). This strategy can significantly reduce the num-
ber of required rotations, leading to improved amortized perfor-
mance. However, it relies on strong assumptions, such as several
users sharing a cryptographic key or a single user submitting
several queries simultaneously.

The alternative approach avoids batching across inputs and
instead focuses on efficient single-input execution (e.g., Thor [23],
Tricycle [20], Powerformer [25], Rovida et al. [28], and Garimella
et al. [14]). A representative packing scheme in this category is
the bicyclic encoding [6], which packs a matrix into a vector by
traversing its diagonals. For example, consider the matrix 𝐴:

𝐴 =
©­«
1 2 3 4
5 6 7 8
9 10 11 12

ª®¬
The bicyclic encoding of𝐴 is (1, 6, 11, 4, 5, 10, 3, 8, 9, 2, 7, 12). When
two matrices are encoded in this form, their matrix product can
be computed as a sum of element-wise products over rotated
ciphertexts, achieving optimal multiplicative depth of one.

Although bicyclic encodings are expressive enough to support
all matrix multiplications in a transformer, applying them naively
can lead to suboptimal performance. As a result, several impor-
tant optimizations have been proposed in the broader literature
to improve the packings and matrix multiplications:

• Multi-head packing: Packing multiple attention heads
into a single ciphertext enables parallel evaluation of in-
dependent matrix multiplications and better utilization
of SIMD. Tricycle [20], for example, generalizes bicyclic
encodings for three-dimensional tensors to support this
parallelism.

• Baby-Step Giant-Step (BSGS): BSGS [8] reduces the
number of rotations required when summing several ro-
tated ciphertexts.

• Hoisting and double hoisting: These techniques [3, 15]
amortize the cost of multiple rotations by computing the
shared intermediate components only once.

• Lazy relinearization: Deferring relinearization [23] re-
duces overhead during ciphertext–ciphertext matrix mul-
tiplications.

• Complexification: By exploiting CKKS’s native support
for complex numbers, values can be packed into both
the real and imaginary components of ciphertext slots,
effectively doubling packing density [23, 25].

While different systems adopt distinct packing strategies and com-
binations of optimizations, most practical HE-based transformer
inference frameworks rely on some subset of these techniques to
achieve efficient matrix multiplication.

6 Nonlinear Layers in HE
Homomorphic encryption schemes such as CKKS natively sup-
port only a limited set of operations—addition, multiplication,
and rotations. As a result, nonlinear functions commonly used
in neural networks must be implemented using polynomial ap-
proximations. In transformer models, the primary nonlinearities
that require approximation are softmax, layer normalization, and
GELU.

Existing work on private LLM inference generally follows one
of two strategies. The first strategy replaces standard nonlinear
functions with HE-friendly alternatives that are cheaper to evalu-
ate under encryption [25, 26]. For example, some or all of softmax
or layer normalization may be substituted with simplified linear
variants. Although this approach can significantly reduce the
computation cost, it requires retraining the model to accommo-
date the modified nonlinearities, which limits compatibility with
existing pretrained models.

The second strategy is to faithfully approximate the original
nonlinear functions used in standard transformers [20, 23, 30, 31].
This is typically done using polynomial approximation tech-
niques such as minimax, Chebyshev, or Taylor series expan-
sions. In some cases, specialized methods, such as Newton’s iter-
ation, can be used to approximate inverse functions. In general,
higher approximation accuracy requires higher-degree polyno-
mials, which in turn increases multiplicative depth and overall
computational cost.

As a concrete example [20, 30, 31], consider the softmax func-
tion, which applies an exponentiation followed by a normaliza-
tion:

Softmax(𝑥𝑖 ) =
𝑒𝑥𝑖∑
𝑗 𝑒
𝑥 𝑗
. (4)

Approximating softmax under HE therefore requires approximat-
ing both exponentiation and division.

Exponentiation can be approximated using Chebyshev or min-

imax polynomials, or via the identity 𝑒𝑥 ≈
(
1 + 𝑥

2𝑘

)2𝑘
, for a
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constant𝑘 (typically𝑘 ∈ 7, 8). This reduces exponentiation to a se-
quence of squaring operations. Similarly, the reciprocal function
can be approximated using polynomial methods or with New-
ton’s method. Given an initial approximation 𝑥0 ≈ 1/𝑎, Newton’s
method can iteratively refine the estimate as 𝑥𝑘+1 = 𝑥𝑘 · (2−𝑎𝑥𝑘 ).
Each iteration improves accuracy at the cost of additional multi-
plicative depth.

Beyond approximation cost, softmax represents a numerical
stability challenge under CKKS. Exponentiation amplifies large
positive inputs while driving large negative inputs toward zero,
which can exacerbate CKKS noise growth and cause small values
to be subsumed by encryption noise. This issue is mitigated
using techniques such as subtracting by a constant offset [31],
subtracting by an estimated maximum value [20, 30], or applying
iterative normalization procedures [11, 23].

7 End-to-end Systems and Future Directions
Recent systems have made substantial progress toward practical
private LLM inference under homomorphic encryption. State-of-
the-art GPU-based implementations can evaluate a BERT-Base
model in 602 seconds using faithful approximations (Thor [23]),
or in 344 seconds by replacing standard components with more
HE-friendly alternatives and retraining the model accordingly
(Powerformer [25]). CPU-based Tricycle [20] evaluates a BERT-
Tiny [17] model with faithful approximations in 322 seconds. In-
put batching techniques in GPU-based MOAI [32] achieve amor-
tized inference latency of 284 seconds and the very recent work
of CPU-based ARION [30] achieves amortized latency of 225 sec-
onds. Across these systems, empirical results demonstrate that
polynomial approximations introduce only minimal end-to-end
accuracy degradation.

Despite this progress, fully end-to-end private text generation
under HE remains an open challenge. Moving beyond private
inference for a single token, efficient autoregressive generation
requires a private key–value (KV) cache to reuse past attention
computations across decoding steps. In a fully non-interactive
setting, such a private KV cache must be integrated with recent
advances in HE-based token sampling [1, 21, 27], as well as an
embedding layer implemented entirely under HE. Realizing these
components within a single system will require new algorithmic
techniques that further reduce computational cost and improve
scalability.
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