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ABSTRACT
Although outsourcing data to cloud storage has become popular, the increasing concerns about data security and privacy in the cloud blocks broader cloud adoption. Ensuring
data security and privacy, therefore, is crucial for better and
broader adoption of the cloud. This tutorial provides a comprehensive analysis of the state-of-the-art in the context of
data security and privacy for outsourced data. We aim to
cover common security and privacy threats for outsourced
data, and relevant novel schemes and techniques with their
design choices regarding security, privacy, functionality, and
performance. Our explicit focus is on recent schemes from
both the database and the cryptography and security communities that enable query processing over encrypted data
and access oblivious cloud storage systems.

come at a cost: decrease in performance and functionality.
There is an obvious trade-off between security/privacy and
functionality/performance. Sacrificing functionality and performance completely for the sake of security and privacy
makes outsourcing services impractical. Therefore, any data
related service needs to seek a proper balance in the space of
security, privacy, functionality and performance. In this tutorial, we aim to cover common security and privacy threats
for outsourced data, and relevant state-of–the-art solutions
from the database and the cryptography literature. We also
discuss their limitations, open problems and further research directions for secure and private cloud storage systems.
This tutorial explicitly focuses on the ability to query data
in a cloud storage, while maintaining data confidentiality
and access privacy.

1.

2.

INTRODUCTION

Recent advances in cloud technologies have made outsourcing personal and corporate data to cloud storage servers
increasingly popular and attractive, due to its promise of
high scalability and availability. However, this increase in
utility comes with a risk of exposing data to a number of security threats. For example, a curious administrator might
snoop on private data or an adversary might gain unauthorized access to sensitive information. Therefore, potential
customers remain skeptical about joining the cloud due to
existing confidentiality and privacy concerns [17]. For broader adoption of cloud services, concerns about data security
and privacy must be addressed. The question here is how to
ensure security and privacy of outsourced data while maintaining the ability to execute queries efficiently.
Providing secure and privacy-preserving data services over
outsourced data is challenging. Both the database and the
cryptography communities have shown great interest in providing privacy-preserving and secure data services, but there
is no one scheme that solves all the security and privacy
problems. Different schemes and models have different security and privacy guarantees, and these protection guarantees

2.1 Security and Privacy Threats in the Cloud
The cloud is a popular and tempting attack target. It
hosts many businesses at different scales using a shared infrastructure. When an attacker attacks the cloud, it has
access to consolidated data, which can have great financial
value. To develop secure and privacy-preserving systems,
the system designers must first develop a clear understanding of the possible threats. Therefore, the tutorial starts
with a general overview of possible security and privacy threats in the context of storage services. The cloud service is
assumed to be untrusted. Any unauthorized access or the
cloud provider will be considered as an honest-but-curious
adversary, where the adversary runs the protocol correctly,
but may try to learn as much as possible about data. After
highlighting possible security and privacy threats, to draw
attention to the significance of the concerns, we will cover a
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TUTORIAL OUTLINE

This tutorial presents recent schemes from both the database and the cryptography and security communities in the
context of outsourced data in the cloud. In particular, we
focus on two aspects of outsourced data in the cloud: query
processing over encrypted data and access oblivious cloud
storage systems. The tutorial consists of three main sections: 1) security and privacy threats for outsourced data,
2) query processing over encrypted data, and 3) access privacy for oblivious storage. The tutorial is intended to last
3 hours. The initial section highlights security and privacy
concerns for outsourced data services. The next sections
provide a broad survey of research in the area concerning
security/privacy models, proposed techniques/schemes, and
associated problems and challenges.
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few recent data breaches in terms of their vulnerabilities and
consequences [1, 2]. Security and privacy are required, but
performance and functionality are also essential for cloud
storage systems and these conflict with security and privacy requirements. The question that concludes the section
is “What is the proper balance between privacy, security,
functionality, and performance?”.

2.2

optimal and parallelizable search complexity. Another dynamic SSE solution is proposed by Naveed et al. [39] and is
based on a notion of Blind Storage. In an interesting study,
Cash et al. also show that it is possible to extend the SSE
approach to handle boolean queries in [13]. We discuss how
such an extension might be a guide for further developments
in different contexts.
Range queries are widely used as fundamental database
operations to retrieve records between an upper and a lower
boundary (e.g., retrieving students who have grades between
A and B). A canonical SQL query for such a query is “select * from students where grade ≤ B and grade ≥ A”. In
spite of its wide utilization, performing range queries in a
privacy-preserving manner is still challenging. Agrawal et
al. introduce order preserving encryption (OPE) [5] to support range queries efficiently. Unfortunately, OPE is vulnerable to statistical attacks and is limited in terms of further modifications. Since it was first proposed, there have
been a large number of proposals that aim to provide more
secure solutions while still being efficient [29, 37, 10, 35,
33, 20]. Modular order preserving encryption (MOPE) [10]
adds a secret offset to the data before encryption to shift the
ciphertext (in a ring), and to hide the real location of the
encrypted data in their distribution. In [37], an improved
version of MOPE has been proposed. It uses fake queries
over the gap between the maximum and minimum values
to improve the security of MOPE against attacks that analyze the query patterns to detect the max/min values among
the encrypted data. Improvements in SSE have also benefited the database community. Similar to [13], which handles
boolean queries by extending SSE, Demertzis et al. [20] recently proposed a range query solution that uses SSE. To
take advantage of SSE, Demertzis et al. propose three types
of indexing approaches with different space requirements in
terms of domain size: quadratic, linear and logarithmic. We
again discuss the proposed schemes in terms of their computational and space overheads, supported functionality, and
security guarantees.
We finish this section of the tutorial by discussing fullfledged secure systems [8, 40, 6, 49]. CryptDB [40] is a
secure system that processes different types of database queries using layers of different encryption mechanisms and removes layers of encryption to an appropriate layer for solving
a specific query. MONOMI [49] follows CryptDB’s approach
of using different encryption schemes for specific queries. On
the other hand, it is designed for executing analytical queries. Cipherbase [6] and TrustedDB [8] are full-fledged database system proposals that benefit from secure hardware.
We discuss the advantages and disadvantages along with the
security guarantees of these systems.

Query Processing over Encrypted Data

Storing encrypted data in a hostile environment provides
strong data confidentiality. However, the ability to perform
practical query processing on encrypted data remains a major challenge. Both the database and the cryptography research communities have shown great interest in querying
encrypted data including keyword search [45, 14], equality
queries [51], range queries [28, 30], and order preserving encryption [5, 37]. These methods sacrifice some degree of
data confidentiality for more effective querying on encrypted data and provide different levels of security guarantees.
Other proposals sacrifice query efficiency for stronger data
confidentiality. Examples include homomorphic encryption
and predicate encryption, which enable numerical computations on encrypted data without the need for decryption [21,
22, 34]. These have been shown to be quite expensive, and
thus not practical [43].
Recent tutorials that appear in VLDB, ICDE and SIGMOD [4, 3, 41, 7] present detailed surveys of systems that
perform query processing on encrypted data. In this tutorial, our approach is slightly different from these earlier
works. We cover concepts that have seen significant interest
recently in the security and the cryptography communities
such as Symmetric Searchable Encryption (SSE). We revisit some important privacy and security concepts and cover
important papers from the main security venues like S&P
and CCS while still presenting recent results in the database community.
Initially, various primitive encryption schemes are introduced since they form the building blocks for other system
developments. The functionality and security guarantees of
non-deterministic and deterministic encryption scheme are
presented using Advanced Encryption Standard (AES) [38].
Homomorphic encryption provides a desirable and interesting feature which allows computations directly over encrypted data. However, to date, only specific functionality, e.g.
aggregation, can be performed efficiently. The need for different encryption schemes for specific tasks has resulted in
various proposals such as order preserving encryption [5] and
encrypted keyword search [45]. Both the database and the
cryptography communities still show great interest in developing more efficient schemes for specific tasks.
Keyword search over encrypted data has received considerable attention in the cryptography and the security communities as well as the database community. Song et al. [45]
propose a foundational technique for keyword search, also
known as the first SSE scheme. This work has been followed upon by various competing new security definitions
and constructions in the context of SSE [23, 19, 16, 32, 12,
39]. In this part of the tutorial, we start with [19] which
provides security definitions for SSE for both adaptive and
non-adaptive adversarial settings and proposes constructions for both adversarial settings. In recent work, Cash et
al. [12] introduce a dynamic SSE solution which supports the
modification of data. It supports storing large data and has

2.3 Oblivious Storage
Although it is necessary, encryption alone is not sufficient
to solve all privacy challenges posed by the outsourcing of
private data. Indeed, if access patterns are not hidden from
the cloud provider, the provider could detect, for example,
whether and when the same data item is repeatedly accessed,
even if it does not learn the actual content of the item. This
is a real threat to the privacy of outsourced data, as data
access patterns can leak sensitive information using prior
knowledge. For example, Islam et al. [31] showed a concrete
inference attack against an encrypted e-mail repository exploiting access patterns alone. Oblivious RAM (ORAM) –
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a cryptographic primitive originally proposed by Goldreich
and Ostrovsky [24, 25] as a solution for software protection –
is the standard approach to make access patterns oblivious.
ORAM shuffles and re-encrypts data in each data access,
making access patterns from any two equally long sequences
of read/write operations completely indistinguishable. Hiding access patterns was initially considered in the context
of memory access [25]. While classical ORAM schemes with
small client memory apply directly to the memory access setting, in cloud applications a client has more storage space
and is capable of storing more data locally and more importantly can outsource the storage of a large dataset to the
cloud. The novel features and fast adoption of the cloud
gave impetus to the research community to develop new secure data services in the past several years and many ORAM
schemes have been constructed for secure cloud storage systems [11, 36, 50, 47, 46, 9, 42]. Recent works from both the
database and cryptography literature present a comprehensive analysis of ORAM schemes as oblivious cloud storage [9,
42, 15].
This section of the tutorial starts with the definition of
access patterns. We explicitly define the notion of securing
an access pattern. This is followed by a famous attack by
Islam et al. [31] that shows how the leakage of access patterns can be harmful to sensitive data. Why should we care
about access patterns? Why do we need to achieve oblivious access? After the motivation, we move to the details of
ORAM constructions, which ensure oblivious accesses. To
date, two main types of ORAM constructions exist: hierarchical and tree-based. The first hierarchical ORAM to be
discuss is GO-ORAM [25]. Follow-up hierarchical ORAM
constructions improve different aspects of GO-ORAM such
as reduced overhead and faster shuffling [27, 26]. Next, we
cover the tree-based ORAM constructions which have been
proposed relatively recently and extended in a large number of works [44, 48, 18]. Tree-based constructions organize the memory as a tree. The current state-of-the-art
construction, Path ORAM [48], will be covered as a prototype of tree-based ORAMs. Both GO-ORAM and Path
ORAM were designed for a single client and such systems do
not fit the requirements of cloud deployments, since accesses
to the storage are performed sequentially. Therefore, after
explaining the building blocks of single client hierarchical
and tree-based ORAMs, we will discuss how to construct
ORAMs in such a way that they simulate real-world storage
scenarios by inheriting features like multi-client concurrent
access, asynchronicity, and, of course, security.
PrivateFS by Williams et al. [50] increases the throughput
of storage by enabling parallel accesses to the storage. We
present the PrivateFS framework and then focus on how it
allows multiple clients to obliviously access data in parallel
along with its limitations. Follow-up improvements for more
practical oblivious storage schemes [46, 9, 42] will be considered in the context of system design, performance, correctness and security. Stefanov and Shi propose ObliviStore [46]
which provides a definition for asynchronous ORAM and
introduces a proxy based approach where the proxy mediates the communication between clients and the server. In
a recent study, Bindschaedler et al. [9] present a subtle security issue in ObliviStore and propose a modular oblivious
storage system, called CURIOUS. In our recent work [42], we
show that the security definition used by both ObliviStore
and CURIOUS does not capture asynchrony when multiple

clients access storage concurrently in a realistic deployment
scenario. We, therefore, propose TaoStore, a new tree-based
ORAM scheme that processes client requests concurrently
and asynchronously in a non-blocking fashion.
At the end of this section, we provide a detailed analysis of
the current state of secure cloud storage, the open problems
and challenges, and further research directions towards providing more practical oblivious cloud storage systems.

3.

INTENDED AUDIENCE

This tutorial aims to provide a broad survey on data security and privacy, and is intended to be beneficial for anyone
interested in data security and privacy. We intend to introduce to the database community state-of-the-art results
from the security literature that are particularly relevant for
databases. The tutorial is self-contained and does not require any prior knowledge about data security and privacy.
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